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About this paper
A Black & White paper is a study based on primary research survey data 
that assesses the market dynamics of a key enterprise technology segment 
through the lens of the “on the ground” experience and opinions of real 
practitioners — what they are doing, and why they are doing it.
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Introduction
As the threat landscape continues to grow, regulatory requirements multiply, and CEOs and executive 
boards become more aware of the business impact of security incidents, most organizations are 
feeling an urgency to strengthen their cybersecurity efforts. This increased awareness is especially 
visible in small and midsized businesses (SMBs) that have traditionally underestimated the impact 
of cybersecurity threats to their organizations. Even so, SMBs are still failing to fully recognize and 
appreciate the risks, threats and vulnerabilities that are targeting their organizations. 

It is well known that many SMBs lack advanced security expertise and do not have enough skilled 
resources on staff to keep up with the challenges of a quickly evolving threat landscape. And while 
many SMBs have some security tools in place, those tools rarely work together, often provide minimal 
protection, are not fully deployed or are outdated, which creates significant security gaps. These 
shortcomings paired with a rampant increase and sprawl of devices and cloud services are resulting in 
vulnerable, complex environments that SMBs are unable to protect.

Managed service providers (MSPs) are strategically positioned to help SMBs with their security needs 
and to take advantage of a quickly growing market. 451 Research’s Hosting, Cloud & Managed Services 
Market Monitor service forecasts managed security services revenue to expand at a compound annual 
growth rate (CAGR) of 16.9% over the next five years to reach more than $24bn annually by 2022.

However, managed security services are more than just a revenue opportunity for MSPs; they are a 
necessity to remain competitive and ensure the long-term growth and viability of the company. When 
it comes to security, the role of the MSP is shifting dramatically. To meet the demands of customers 
and increasingly complex regulatory requirements, MSPs must go beyond offering simple security 
services such as firewall management and spam filtering and expand into advanced security services 
to become the security experts that customers need.

To be successful, MSPs must deliver security services that are easy for SMBs to use but still provide 
enterprise-grade security efficacy. At the same time, MSPs must ensure that the security services they 
offer are integrated, scalable and easy to manage across an increasing number of sites and customers.

To better understand the dynamics and opportunities surrounding security services in the SMB space, 
451 Research conducted two global custom surveys targeting SMBs with fewer than 1,000 employees 
and managed service providers. We asked the executives, directors and IT managers of 1,700 SMBs 
about the current state of cybersecurity in their organizations, the security initiatives they have 
planned, and the security services they consume to protect their organizations. We then asked 1,000 
MSPs about the security services they deliver to the SMB market, as well as the pain points they are 
experiencing in delivering and selling security services.

This paper examines those responses to look at both the challenges and opportunities that managed 
service providers face with respect to delivering security services to SMBs. 
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Key Findings – SMBs

• SMBs are putting a greater emphasis on cybersecurity, but they are ill-equipped to effectively deal 
with a growing and complex landscape of advanced cybersecurity threats and regulations, and an 
increasingly disparate IT ecosystem. The result is a significant opportunity for MSPs.

• SMBs are revealing a growing dependence on managed service providers: 65% of SMB respondents 
reported that they currently procure IT services from an MSP or managed security services provider 
(MSSP), and the remaining 35% said they are planning to do so soon.

• A great majority (87%) of SMBs plan to increase spending on managed IT services over the next two 
years, and 31% said they plan to increase spending by 20% or more over the next five years.

• Similarly, 85% of SMBs plan to increase spending on managed security services over the next two 
years.

• Nearly three-quarters (71%) of SMBs reported that they have experienced a breach or attack in the 
last 24 months that resulted in operational disruption, reputational damage, significant financial 
losses or regulatory penalties.

Key Findings – MSPs

• Close to half (45%) of managed IT service providers expect their overall revenue to increase by more 
than 20% over the next five years.

• Just over half (52%) of MSPs reported that 21-50% of their total revenue is generated from managed 
security services.

• Almost half (47%) of MSPs said they expect revenue from managed security services to grow more 
than 20% over the next five years.

• Most (84%) managed IT service providers reported that they currently offer managed security 
services, with the remaining 16% planning to add managed security services to their portfolios 
within the next six months.

• A majority (62%) of SMBs said they have a security awareness training program in place with half 
using ‘homegrown’ methods and materials for training. 

• Most (82%) MSPs typically bundle security services as part of a security suite, total offering, or for a 
price discount.
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The SMB Security Challenge:  
Overconfident and Under-Protected
Despite breaches and data exposures being reported on a frequent basis, SMBs are overly confident in 
their cybersecurity capabilities. However, the truth is that most are failing to implement the technology 
and practices to improve their overall security posture and protect their own organizations, as well as 
customers and partners.

It should be no surprise that a lack of security expertise is fueling cybersecurity deficiencies for most 
SMBs. According to 451 Research’s recent Voice of the Enterprise: IT Security, Organizational Dynamics 
survey, 36% of SMBs have no full-time employees dedicated to information security tasks, and 35% 
reported only one or two full-time employees dedicated to information security. These small or 
non-existent security teams are being tasked with a tremendous workload that includes monitoring 
operational and infrastructure security; managing, maintaining, implementing and evaluating security 
tools; delivering and promoting security awareness; building and maintaining security processes and 
procedures across the organization; threat and risk management; application security; compliance 
and auditing activities; protecting a growing mobile workforce; and securing an increasingly hybrid 
infrastructure that spans private and public clouds.  

Adding to this burden, SMBs are increasingly expecting their security teams to detect threats and 
respond to incidents 24 hours a day, seven days a week. Unfortunately, staffing shortages are likely 
to continue for the foreseeable future; only 22% of SMBs plan to add staff to their security teams in 
the coming year. For many SMBs, the security staffing struggles may get even worse: 87% reported 
difficulties in keeping existing security professionals on staff. 

SMBs also lack many of the key security controls and tools needed to protect their organizations from 
advanced, sophisticated threats and secure an increasingly diverse IT ecosystem. Most SMBs report 
having basic preventative controls in place such as:

• Firewalls (85%) 

• Endpoint security (90%) 

• Email security (81%)

• Web content filtering (72%)

However, many are lacking additional security layers and a holistic solution to protect a mobile or 
remote workforce and a multi-cloud, hybrid infrastructure. For example, only 32% of respondents 
reported utilizing file or application encryption to protect data, and only 42% reported using multi-
factor authentication. And while 62% SMBs said they have security awareness training programs in 
place, they also said their programs are ineffective and difficult to manage, and few make it a priority.
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Depending on their line of business, it may be appropriate for SMBs to use more advanced security 
controls. However, SMBs fail to conduct regular risk assessments and vulnerability scans, which limits 
their visibility and insight into the vulnerabilities that exist within their organizations. Right now, 
less than 56% of SMBs are conducting vulnerability scanning, only 25% have data loss prevention 
technology in place, and less than 46% leverage anti-DDOS protection.

While some of these advanced security controls may be excessive for some SMBs, many reported 
that a considerable portion of the fundamental security technology in place is not fully implemented 
or only partially utilized/adopted within the organization. SMBs pointed to a lack of staff expertise, 
solution complexity, company culture and inadequate staffing as the top inhibitors to fully utilizing the 
security technology they have procured. Implementing security technology incorrectly is just as bad, 
if not worse, than not having security controls in place at all because it leads to an organization that is 
overconfident but under-protected.

SMBs also reported that they are plagued with many of the same security pain points as larger 
enterprises, including user behavior issues, cloud security challenges and phishing attacks. However, 
SMBs are having a more difficult time than their larger counterparts with security issues such as 
ransomware, managing perimeter security controls, and keeping pace with and protecting new and 
emerging technology such as the Internet of Things, APIs and containers.

In the midst of these staffing and expertise shortages, security technology concerns, and security pain 
points, it should be no surprise that 71% of respondents reported that they have experienced a breach 
or attack within the last 24 months that resulted in operational disruption, reputational damage, 
significant financial losses or regulatory penalties.

Figure 1: SMBs – Impact of most significant breach/hack
Source: 451 Research
Q: Thinking of the most significant security breach or hack you have had in the last 24 months, what impact did it have?
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What is surprising is that despite the seemingly deficient state of cybersecurity within most SMBs, most 
indicated they are confident in the cybersecurity posture of their organization. 

Although more than 49% of the SMBs surveyed said that cybersecurity is a low priority for their 
business and nearly three-fourths suffered a breach or attack, over 90% believe they have the 
appropriate security technologies in place, that their high-value assets such as intellectual property 
and customer data are protected, that their security objectives are aligned with business objectives, 
and that they are spending appropriately on security priorities. This is where the challenges start for 
MSPs looking to deliver security services to the SMB market. 

As a whole, SMBs are more confident than their larger enterprise counterparts, which are often better 
equipped, better staffed and more mature when it comes to cybersecurity. This overconfidence 
extends to the senior management of SMBs, 82% of whom believe they fully understand the security 
risks to their organizations. The maxim for SMBs used to be ‘It won’t happen to us – we are of no 
interest to hackers.’ Apparently, now it is ‘It probably won’t happen to us…again.’

Figure 2: SMBs – Information security risk susceptibility
Source: 451 Research
Q: How would you characterize your organization’s susceptibility to the following information security risks? Please check the option aligning 
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The reality is that SMBs are often more vulnerable than their enterprise counterparts, making them 
appealing and easy targets for cybercriminals. Indeed, many cybercriminals specifically target 
this segment. Because SMBs are often so consistently and reliably (for them) exposed, so-called 
‘industrialized’ attacks can realize an ongoing and fairly consistent harvest from systematically 
targeting chronic SMB exposures.

Whether they realize it or not, many SMBs are playing a dangerous game of Russian roulette with their 
customers’ data and their partners’ and suppliers’ trust. This lack of understanding or overconfidence 
may prove to be the greatest security weakness for many SMBs.

The Growing SMB Security Opportunity
Spending on security technology and services is up in nearly every industry and in organizations of 
every size. Globally, the total addressable market for managed security services is estimated at $49bn 
and is projected to grow to $57bn by 2022 (CAGR 2.9%). 

SMBs represent a significant portion of the overall market and growth with the total addressable 
market estimated at $24bn today growing to projected $27bn by 2022 (CAGR 2.3%).

SMBs reported that spending on information technology is healthy and growing. 

• Fifty-eight percent of SMB respondents said their current annual IT spending is 3-6% of their 
company’s overall revenue, while 21% reported spending 6-12% of the company’s overall revenue 
on IT.

• More than 56% of SMBs reported spending over 30% of the IT budget on managed IT services.

• Fifty-eight percent of SMBs said they expect spending on managed IT services to grow more than 
5% over the next two years with 31% expecting spending to grow over 20% in the next five years.

• Fifty-seven percent of SMBs said they expect spending on managed IT security services to grow 
more than 5% over the next two years with 29% expecting spending to grow over 20% in the next 
five years.

SMBs also conveyed a growing dependence on managed service providers, with 65% of respondents 
reporting that they currently procure IT services from an MSP or MSSP, and the remaining 35% 
planning to do so soon. 
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Figure 3: SMB dependence on MSPs/MSSPs is growing
Source: 451 Research
Q: Does your company currently procure or plan to procure IT from a managed IT service provider (MSP) or a managed security services 

provider (MSSP)?

MSPs focused on SMBs should be pleased to discover that 87% of respondents said they plan to 
increase spending on managed IT services over the next two years, and 31% said they plan to increase 
spending by 20% or more over the next five years. If SMBs stay on this path, MSPs focused on that 
segment should be in high demand over the next several years.

Security-Driven Managed Services 

According to the SMBs surveyed, this increase in managed services spending will primarily be directed 
toward protecting their organizations with managed security services. Nearly half of SMBs reported 
that managed security services account for 11-30% of their current annual managed IT services 
spending while almost one-third of respondents reported that managed security services account for 
more than 30% of their annual managed IT services spending. 

Managed security services are a growing opportunity for MSPs serving SMBs: 

• Eighty-five percent of SMBs plan to increase spending on managed security services over the next 
two years.

• Half of all SMBs reported that they plan to increase spending on managed security services by 10% 
or more over the next five years.
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However, managed service providers should note that according to 451 Research’s Voice of the 
Enterprise: Budgets and Outlook, more than 73% of SMBs reported that they do not have a dedicated 
security budget. This means that security initiatives are still part of the overall IT budget, fighting 
for the same dollars that are funding critical initiatives such as digital transformation, infrastructure 
overhauls and cloud migrations. Bundling security services into core offerings may not only help MSPs 
sell security into the SMB space but may also simplify the sales process compared to selling security as 
a stand-alone or add-on service.

MSPs Stepping Up Their Security Game
As MSPs look to expand their service portfolios, most are finding that adding managed security 
services is a natural fit. In fact, 84% of managed IT service providers reported that they currently offer 
managed security services with the remaining 16% planning to add managed security services to 
their portfolios within the next six months. Managed security services not only complement many of 
the core services offered by MSPs, but they also strengthen client relationships and increase the MSPs’ 
value as a trusted partner.

Figure 4: Managed services offered by MSPs
Source: 451 Research
Q: Does your company currently offer or plan to offer any of the following services?

Security Services Add Profitability

Managed security services are also adding a significant amount of revenue to the business for MSPs. 
Fifty-two percent of the MSPs we surveyed reported that managed security services are generating 
21-50% of their total revenue. Overall, MSPs appear to be bullish on the future of managed security 
services with 62% of MSPs expecting their managed security services revenue to grow 6-25% over 
the next two years. And although the cost to deliver managed security services varies from service to 
service and from provider to provider, MSPs reported that the revenue generated is spread fairly evenly 
across all of the security services offered.
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Figure 5: MSPs – Managed security services revenue allocation
Source: 451 Research
Q: Of your total revenue from managed security services, how is it currently allocated across the following segments?

The catalog of managed security service offerings fluctuates considerably from MSP to MSP. While 
some MSPs are focused on a few core security services that align with their in-house expertise 
and customers’ needs, others have invested more heavily, expanding their security teams with the 
specialized expertise needed to offer more advanced services. 

Some MSPs have partnered with MSSPs to bring end-to-end solutions to market, foregoing the need 
to invest in more technology and expertise. Other MSPs have gone a step further, acquiring MSSPs to 
boost their expertise and security offerings immediately.

According to our survey, a majority of MSPs offer a core group of security services:

• Firewall/universal threat management (79%)

• Password management (79%)

• Web filtering/DNS protection (76%)

• Network monitoring/anomaly detection (76%)

• Secure VPN (75%)

• Endpoint security (70%)
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However, many MSPs are moving beyond these core security service offerings, adding advanced 
managed security services to their portfolios, including: 

• Security awareness training (76%)

• Threat detection and hunting (69%)

• Single sign-on/multi-factor authentication (67%)

• Incident response (67%)

• Compliance management (66%)

• Threat remediation (64%)

• Vulnerability scanning/penetration testing (62%)

• Automated patching (54%)

Key Opportunities, Challenges and  
Solutions for MSPs 
Even though most MSPs have added managed security services to their catalog of services and SMBs 
have indicated a greater appetite for managed security services, MSPs still have several challenges to 
overcome in selling and delivering security services to the SMB market. 

Selling and Delivering Security to SMBs

One of the key challenges facing MSPs is the lack of understanding among SMBs of the importance 
and relevance of cybersecurity for their organizations. This knowledge gap is a clear opportunity for 
MSPs to position themselves as trusted advisors and educate their customer base on the severity of 
cyber risks and their responsibility to protect their own customers’ data. However, as discussed earlier, 
assumptions and overconfidence can be challenging to overcome. 

For example, SMBs tend to place too much faith in the basic security controls they have in place even 
though many admit those controls are not fully deployed. And many SMBs that utilize managed 
service providers often assume cybersecurity is already included in the managed IT services they are 
consuming and do not understand the need for, or see the value in, investing in additional security 
measures and tools. The truth is that most MSPs have been delivering some basic protections to 
their customers – spam filtering, antivirus, managed firewall – for several years. However, SMBs fail to 
understand that the dynamic threat landscape is bringing about new and advanced risks that require 
advanced security measures, or those that reflect more recent – and more effective – innovations. 

Unfortunately, many SMBs are not proactively managing the cybersecurity risks facing their 
organizations. According to our study, there are four main drivers for new security initiatives at SMBs: 
new leadership (27%), data breach (23%), client requirements (22%) and regulatory requirements 
(22%).



13CO M M I S S I O N E D  BY  W E B RO OT 

B L A C K  &  W H I T E  |  S EC U R I T Y  S E RV I C E S  F U E L I N G  G R OW T H  FO R  M S P S

When pitching managed security services, many MSPs tend to complicate matters and frustrate SMBs 
by focusing security discussions on security technology or trying to generate fear, uncertainty and 
doubt. Instead, MSPs should center discussions on the realistic risks, vulnerabilities and potential 
outcomes facing their customers’ businesses. For example: 

• How a compliance-based approach to cybersecurity fails to guard critical assets and protect the 
organization from a data breach.

• How the damage resulting from a cyberattack or breach extends beyond immediate financial losses 
or operational disruption and can lead to brand erosion and reputational harm that lasts for months 
or years.

• How implementing effective cybersecurity measures can promote confidence with customers and 
increase the company’s value with shareholders and investors.

• How the scope of the organization’s critical assets expends beyond its financial details to include 
customers’ information and their financial details, partner information, pricing information, product 
designs, private employee data, protected health information and manufacturing processes.

MSPs often fail to communicate a clear security strategy to their customers, leaving SMBs with the 
perception that MSPs are pushing products or services instead of delivering outcomes. MSPs should 
consider creating a security roadmap for their customers – tackling basic, fundamental security 
issues first – and help customers see the journey ahead and better understand the options they have 
available. The security roadmap should be a living plan, adjusted as the SMB grows and threats evolve.

Continuing the communication theme, MSPs often fail to clearly communicate the scope of the 
services they are delivering, leaving the customer to fill in the blanks and make assumptions about 
what is and what is not included with each service. While this can be problematic for managed IT 
services, it can be devastating for managed security services. A layered approach to security not only 
addresses defenses against advanced threats, but it also makes it easier to communicate the approach 
and breadth of security services an MSP can provide.

As noted earlier, compliance is one of the main drivers for security initiatives for SMBs, giving MSPs a 
clear entry point to offer security services. MSPs should consider mapping the security services in their 
portfolios to their customers’ regulatory and compliance requirements to help SMBs understand how 
each service can help them become compliant. 

In addition, MSPs need to develop meaningful security metrics, not just the number of alerts received, 
but metrics that can guide management decisions, communicate the value of the security investments 
made, and report the state of compliance and risk for the organization.

... compliance 
is one of the 

main drivers for 
security initiatives 

for SMBs, giving 
MSPs a clear entry 

point to offer 
security services.



14CO M M I S S I O N E D  BY  W E B RO OT 

B L A C K  &  W H I T E  |  S EC U R I T Y  S E RV I C E S  F U E L I N G  G R OW T H  FO R  M S P S

SELLING MANAGED SECURITY SERVICES TO SMBS

• Move beyond focusing discussions on technology or generating fear, uncertainty and doubt.

• Center discussions on the realistic risks and vulnerabilities facing your customer’s business.

• Interface with executive- or director-level leadership – not just the IT staff – to gain a better 
understanding of the company’s risk appetite.

• Demonstrate how cybersecurity can add value to the customer’s business.

• Communicate a clear security strategy that delivers distinct outcomes.

• Create a security roadmap for your customers.

• Clearly communicate the scope of the services being delivered.

An Integrated Approach Wins

As MSPs move into offering managed security services, they often add technologies and services one 
at a time, leaving them with a portfolio of disparate offerings. Unfortunately, this is a familiar state for 
many MSPs, resulting in multiple vendor contracts and billing processes to manage, as well as multiple 
certifications that must be earned and maintained to meet vendor partner program requirements. 
These distinct offerings are typically delivered through traditional means, requiring capital investment 
up front on behalf of the MSP or SMB, and often lack integration and scalability, leaving the MSP with 
the burden of managing each offering separately. This complexity creates significant overhead that 
eats into profit and margins.

Because of these issues, many modern MSPs have moved beyond the traditional thinking of ‘best in 
class’ when it comes to adding services to their portfolios and are now opting for a ‘best integrated 
suite’ approach. This approach consolidates security services onto a unified platform with most or all 
of the services delivered as a service from the cloud. MSPs are recognizing that this route provides 
many benefits including faster time to market, shorter provisioning times resulting in faster revenue 
recognition, and less back-end infrastructure to procure, manage, upgrade and support. 

A best-integrated-suite approach also enables a level of automation and orchestration that had been 
out of reach for many MSPs. Automation and orchestration are force multipliers for MSPs, enabling 
a small staff to scale across a large customer base, reducing costs and maximizing revenue while 
enabling faster response to and remediation of cybersecurity threats. Integration across a broad 
portfolio of security services simplifies billing and usage reporting and increases visibility across 
customers and technologies.

Many MSPs are looking to use their remote monitoring and management (RMM) platform to deliver 
and manage security services. However, they are quickly realizing that while RMM platforms are great 
for delivering managed IT services, they are not built to deliver an integrated suite of security services 
targeted for today’s modern threat landscape. Therefore, a purpose-built, cloud-based platform 
is crucial for MSPs delivering security services. Rather than just providing basic integration and 
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functionality with disparate security tools (as is the case with most RMMs), a managed security services 
platform provides MSPs with simplified, integrated security management and deployment, real-time 
visibility, in-depth threat intelligence, and automation and orchestration capabilities specifically 
targeted for vulnerability management and incident response. MSPs are also discovering that a 
managed security services platform reduces complexity, increases effectiveness, and reduces the costs 
associated with delivering security services across a broad customer base.

Security Awareness Training Delivers High Value

Security awareness training (SAT) is an often-overlooked service opportunity that SMBs need to tackle 
compliance requirements and address one of their biggest problems – user behavior. According to 451 
Research’s recent Voice of the Enterprise: Information Security, Workloads and Key Projects survey, 62% 
of SMBs reported that they have an SAT program in place, but 50% are delivering SAT on their own 
using ‘homegrown’ methods and materials. Of the SMB respondents that are planning to start an SAT 
in the next year, 65% plan to leverage ‘homegrown’ training. SMBs also reported they are spending, on 
average, more than 114 man-hours per year delivering SAT. It should be no surprise that many SMBs 
described their SAT efforts as ineffective.

MSPs are struggling with similar challenges when it comes to offering security awareness training. 
Although many MSPs reported offering SAT as a service, 25% of MSPs said they have built their own 
security awareness training. These homegrown initiatives are often ineffective and unprofessional, 
typically producing low margins due to the time and resources needed to create and deliver the 
training. This training is often a manual process and rarely provides context or correlation with specific 
user behavior. Phishing simulations, a key component of security awareness training, are often missing 
from homegrown training.

However, modern and successful MSPs have discovered that offering a quality, comprehensive SAT 
service is profitable, increases their value as a trusted advisor, and identifies cross-sell and upsell 
opportunities for other security services. With the right partner, SAT can be one of the easiest security 
services for MSPs to deliver and sell with low overhead and effort to support. SAT delivers high value 
to SMBs – it directly maps to practically every compliance and regulatory framework (PCI-DSS, HIPAA, 
SOX, ISO, GDPR, GLBA), offloads a burden most SMBs are not equipped to tackle on their own, and it 
addresses one of their riskiest assets – their users.

MSPs looking to add security awareness training to their portfolios or upgrade from their homegrown 
offerings should be aware that, like most security technology, vendors offer a wide range of SAT 
options and capabilities. While multi-tenancy, scalability and per-user pricing are key components 
to any service or technology in an MSPs portfolio, it is just as important to consider the source of 
the SAT initiative. MSPs should consider SAT from vendors that are focused on and have expertise in 
cybersecurity and have deep visibility and insights into the changing threat landscape. Ideally, the 
SAT should be integrated into the overall security services delivery platform to provide a unified and 
cohesive approach for effective awareness training.
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MSPs should consider vendors that have made a commitment to provide contextual training and 
protection. Consider the value that can be provided to customers when targeted awareness training can 
be delivered in response to a user’s actions. For example, anti-phishing education delivered in response 
to a user clicking on a suspicious link in an email or webpage is much more powerful and effective than 
anti-phishing training delivered annually through a slide deck. 

Many MSPs are finding that offering SAT not only increases their reputation as a trusted advisor and 
creates a stickier relationship with their customers, but it also saves money because security-aware 
customers report fewer breaches and security incidents and generate fewer service tickets for desktop 
cleanup and remediation.

Some MSPs are baking security awareness training into their core managed IT service offerings, reporting 
that an educated user base results in lower cost to support. Other MSPs have created programs similar 
to a ‘good driver discount,’ hoping to incentivize SMBs not only to purchase SAT services but also require 
their staff to participate in regular training sessions. If certain security awareness training thresholds are 
met, then the MSP will provide a discount for the following billing cycle.
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Conclusion and Recommendations
The cybersecurity risks facing SMBs have never been greater or more decisive. Despite the fact that 
SMBs are putting a greater emphasis on cybersecurity, they are often overconfident and ill-equipped 
to effectively deal with an increasingly complex cybersecurity regulatory and threat landscape. And 
with nearly three out of every four SMBs reporting a breach or attack in the last 24 months that 
resulted in operational disruption, reputational damage, significant financial losses or regulatory 
penalties, the demand for managed security services is at an all-time high.

With the majority of SMBs relying on managed IT service providers for their overall IT needs, MSPs are 
in a prime position to seize a share of the $24bn managed security services opportunity. MSPs must 
position themselves as their customers’ trusted advisor regarding cybersecurity concerns by moving 
away from simply offering low-value, isolated security services to providing a suite of comprehensive 
managed security services. MSPs must take the lead in educating their customers on the risks and 
threats facing their organizations and help them develop a cybersecurity strategy and roadmap that 
will address any gaps in a methodical manner.

MSPs are recognizing that deploying stand-alone, niche security offerings is placing a substantial 
burden on their staff that increases costs and lowers margins. These disparate products do not scale 
across the MSP’s entire service base and ultimately fail to provide adequate protection for their 
customers’ organizations. As a result, many MSPs have turned to their RMM platform provider, hoping 
to deliver managed security services with the same success that they have delivered managed IT 
services. However, they have discovered that while these platforms are excellent at providing MSPs a 
unified approach to managed IT services, they often fail to provide a solid platform for managing and 
delivering security services, falling short in many areas including threat intelligence and detection, 
integration, machine learning, and visibility across the entire IT ecosystem. 

Modern MSPs are turning to purpose-built managed security service platforms that provide a 
stack of integrated security services that they can deliver to their customers as a service. MSPs are 
realizing that an integrated platform overcomes many of the challenges of managing and delivering 
security services and helps MSPs establish service offerings that result in new business opportunities 
and recurring revenue streams. MSPs are looking for vendors that can help them create agile and 
differentiated security services while minimizing the cost and effort required to manage, deliver and 
scale security services across their customer base.
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