
Where Organizations Fear Gaps in Security

The 451 Take

The demands on modern-day security professionals seem never-ending. Not only do they need to support widespread use 
of technology across their organization – which often means many separate initiatives and stakeholders at the same time – 
but they must do so supporting different use cases – cloud, mobile, remote work, etc. – all the while dealing with an evolving 
threat landscape.

Consider how ransomware has evolved, for example. Originally, it was more likely to affect local disks on a single endpoint 
or maybe network shares writeable from that endpoint. However, newer attack patterns have shifted: encryption may be the 
final act in much more elaborate attack campaigns that include silent compromise of an initial beachhead, lateral moves 
across the environment, exfiltration of sensitive data, widespread administrative access and only then encryption.

Key Concerns of Security Teams

Q: Which one of the following sources is your organization least prepared to deal with as a security threat?

Base: All respondents (n=185)

Source: 451 Research’s Voice of the Enterprise: Information Security, Organizational Dynamics 2020

In addition to ransomware, there are numerous other demands on security teams, forcing them to be very clear about their 
needs and, importantly, to understand their strengths and weaknesses. Just as they deploy security controls to address 
areas that they deem important, teams need the self-awareness to know where their potential gaps are. Rather than 
focus on specific techniques, many teams choose to think about their security capabilities in terms of what adversary 
they are protecting against. This mindset is sometimes helpful in understanding the multitude of external threats and 
communicating better with other key stakeholders in the organization.

As security personnel compare themselves to peers, this raises an interesting question: what threat actors are security 
teams more concerned about in terms of being able to respond?
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451 Research regularly reaches out to key IT stakeholders to examine, among other things, different quantitative and 
qualitative aspects of their security programs. The data in the figure above comes from 451 Research’s Voice of the Enterprise: 
Information Security, Organizational Dynamics 2020 survey, where security practitioners were asked how they felt about their 
organization’s capacity to respond to selected types of threat actors. While in general, respondents indicated heightened 
concerns about malicious insiders and nation-state operatives, digging into the data considering the size of respondents’ 
organizations revealed meaningful differences.

Business Impact

Even as familiarity appears to correlate with trust in smaller organizations, many fear malicious insiders. While companies 
of all sizes have concerns about malicious insiders, that concern was significantly lower among smaller organizations and, 
by contrast, much higher in midsize and larger organizations. A truly malicious insider has both knowledge of organizational 
practices and likely time to perpetrate attacks. This highlights the need for security teams to properly understand the context 
for how their users are behaving.

Nation-state operatives are a concern across the board. The data is consistent across organizations of all sizes – all are 
concerned with how they’d respond to nation-state operatives. This is troubling because the broad evolution of threats 
generally points in the direction of other threat actors moving toward acquiring capabilities previously associated with nation-
state operatives. Organizations looking to address this issue will likely need to be able to quickly understand more about 
attacks as they happen to determine the adequate response playbook.

Smallest organizations struggle with ‘the basics.’ The data shows that, unlike larger organizations, the smallest 
organizations appear to feel unprepared to deal with what are considered the more common attackers. Compared with those 
at other organizations, security professionals at smaller firms are likely to have to deal with a profusion of technologies that 
need to be secured; even if in smaller numbers, the sheer cognitive challenge to understand and secure things is significant. 
The quicker these organizations can determine how to proceed on incidents, the better.

Looking Ahead

We don’t expect changes to the underlying factors driving the demands on security professionals: technology 
implementations continue to accelerate and widen their reach (the shifts in remote work patterns, for example) and their 
depth (as new technology concepts take hold). Organizations will need to adapt and understand their capabilities. We expect 
to see organizations of all sizes continue to make significant efforts to improve their broader security programs by looking for 
better ties to the organization’s mission and objectives and making improvements to their security operations practices.

As mentioned earlier, one key pattern to be aware of is that attack capabilities and tactics evolve – what was ‘nation-
state level’ a few years ago may filter down to a more financially motivated actor later. Conversely, defensive controls 
and capabilities also improve, usually along the lines of supporting better automation and orchestration, integration of 
multiple sources, making better use of threat intelligence for informing decisions, etc. Whether it’s under the rubric of newer 
technology trends such as extended detection and response, or through an external managed security services provider, 
organizational improvements to security operations tooling and capabilities will need to include the ability to triage and 
respond to incidents, which often hinges on deriving appropriate context and insights from both internal and external sources.

While attack capabilities and tactics continue to evolve, being cyber resilient 
means continuous access to the critical data you need. Learn how Carbonite and 
Webroot provide a full range of cyber resilience solutions to keep you secure and 
your data protected, regardless of the cyber challenges you may face.

https://www.webroot.com/us/en/cyber-resilience

